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[Tpunoxenune N 2
NHOOPMALIMOHHAS ITAMSATKA

C KaXJIbIM TOJOM MOJIOJIC)KHA B MHTEPHETE CTAHOBHUTHCS OOJIBINE, a MIKOJILHUKHA OJHH M3
CaMbIX aKTHUBHBIX IIOJIb30Barened PyHera. Mexay TeMm, IOMUMO OIPOMHOIO KOJIMYECTBA
BO3MOKHOCTEH, HHTEPHET HECET U MPOOJIeMBbl. JTa MaMsTKa JIOJDKHA TTOMOYhL TeOe 0e30MmacHo
HAXOJIUTHCS B CETH.

KoMmnbrorepHbie BUPYyChI

KoMIbroTepHBIi BUPYC - 3TO pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOrPaMM, OTINYUTEIbHON
OCOOEHHOCTBIO KOTOPOM SBIISIETCSI CHOCOOHOCTh K Pa3MHOXKEHHUIO. B nomosHeHne K 3TOMY,
BUPYCbl MOTYT TIOBPEAWTh WM TMOJHOCTBIO YHUYTOXKUTH Bce (Qailibl W JaHHbBIE,
MOJIKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHHU KOTOPOTro Obljia 3alylieHa 3apa)KeHHas MporpaMma,
a TaKKe MOBPEAHUTh WM JaXE YHUUYTOKUTH ONEpPALMOHHYIO CHCTEMY CO BceMH (haillaMu B
uesiaoM. B OonbIIMHCTBE Cllyd4aeB pacpOCTPAHSIIOTCS BUPYChI YEPE3 HHTEPHET.

MeTonb! 3aUThI OT BPEAOHOCHBIX TPOrPAMM:

1.Mcnionbs3yii COBpEMEHHBIE OINEPALMOHHBIE CUCTEMbI, UMEIOUIUE CEPHE3HBIM YPOBEHB
3aIUTHI OT BPEAOHOCHBIX MIPOrpamM;

2.IloctosinHo ycTaHaBnMBail mauTu (UUQPPOBBIE 3aIUIaTKU, KOTOpPHIE ABTOMATHYECKH
YCTaHABIMBAIOTCA C II€JIbI0  JOpa0OTKM MPOrpaMMbl) H JApyrue OOHOBJIEHHSI CBOEH
orepanoHHo# cucteMbl. CkaunBail X TOJIBKO ¢ OUIIMAIBHOTO caifta pazpabotunka OC. Ecnu
CYILIECTBYET PEKHUM aBTOMATUYECKOTO OOHOBJICHUS, BKIIIOUH €T0;

3.Paboraii Ha cBOEM KOMIBIOTEpE MO/ MpPaBaMU TOJIb30BATENS, a HE aJAMUHUCTpPATOpA.
OTO0 He TMO03BOJUT OOJBUIMHCTBY BpPEJOHOCHBIX IPOrpaMM HMHCTALIMPOBATbCS HA TBOEM
NEePCOHATIHLHOM KOMITBIOTEPE;

4. Ucrionb3yil aHTMBHPYCHBIE MPOrpaMMHBIE MPOAYKTHl M3BECTHBIX MPOM3BOJIUTENEH, C
aBTOMaTUYECKUM OOHOBJIEHUEM 0a3;

5. Orpannyb GpU3NUECKUH TOCTYN K KOMIIBIOTEPY IS TOCTOPOHHHUX JIULL;

6.Mcronb3yii BHEIIHWE HOCUTENU MH(OpMaluu, Takue Kak ¢remka, TucK i Qaitn u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB,

7.He oTKpbIBaii KOMITbIOTEPHBIE (PAITBI, TOTyUYEHHBIE U3 HEHAIEKHBIX UICTOYHUKOB. Jlaxe
Te (pailybl, KOTOPBIE MPUCIIAT TBOW 3HAKOMBIH. Jlyulie yTo4HH y HETro, OTHpaBIIsiy JIU OH TEOE UX.

Cern WI-FI
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Wi-Fi - 310 He BU Tiepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JUIIL OpeH 1, Mapka. Eme
B 1991 rony Huaepnanackas komranus 3apeructpupoana openn "WECA", uro o6o3Havano
cnoBocoueranue "Wireless Fidelity", koTopsbrit mepeBoauTcs Kak "GecrpoBogHas TOYHOCTh'.

Jlo Hamiero BpeMeHH Jouula Apyras a0OpeBuarypa, KOTOpas SBISIETCS TaKOW XKe
TexHosoruen. 3to abopeBuarypa "Wi-Fi". Takoe HazBaHnue ObUIO JaHO C HAMEKOM Ha CTaHAapT
BbIcHIel 3BykoBOM TexHuKU Hi-Fi, 4To B mepeBojie 03HavaeT "BbICOKasi TOUHOCTh'.

Jla, OGecrutaTHBI WHTEPHET-NOCTYN B Kade, OTeNIX W a’pomnopTax SBISETCS OTIUYHOU
BO3MOKHOCTBIO BbIXO/a B MHTEPHET. HO MHOTHE SKCTIEpThI CUYUTAIOT, YTO OOIIeIOCTyHbIE Wi-
Fi cetu He aBnsiroTCcst 6€30TIaCHBIMH.

CoBeTbl 0 6€30MaCHOCTH pabOTHI B 00IIETOCTYITHBIX ceTsax Wi-fi:

1.He mepenaBaii cBoro mnuuHylo wuHpoOpmaiup uepe3 obmenoctynubie Wi-Fi ceru.
Paborast B HUX, ’KeNaTeIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JOTHHBI M KAKUe-TO HOMEpa,

2.cnonb3yil U OOHOBIIAM aHTUBUPYCHbIE MpOTrpaMMbl W OpaHamayep. TeM cambIM Tbl
obe3omacuilib ce0si OT 3aKaYKU BUPyCa Ha TBOE YCTPOUCTBO;

3.Ilpu wucnonszoBanun Wi-Fi otkmroun ¢yskiuo "OOmui goctyn k Qaiinam u
npuntepam". JlaHHas GyHKIUS 3aKpbiTa MO yMOJIYaHUIO, OJHAKO HEKOTOPHIE IOJIb30BATENIU
aKTUBUPYIOT €€ AJisl y100CTBa MCIOIb30BaHus B paboTe UiH yueoe;

4.He ucnonb3yét myOnuunsii WI-FI nns mepemaum JMYHBIX JAHHBIX, HApUMEp IS
BBIX0/1a B COLIMAJIbHBIE CETH WJIU B AJIEKTPOHHYIO IIOYTY;

5.cnionp3yil TonbkO 3amuiineHHoe coenuHenue depe3 HTTPS, a mwe HTTP, T.e. npu
Habope BeO-aapeca BBoAM uMeHHO "https://";

6. B MmoOunsHOM Tenedone otkaoun GpyHkuuio "[logkmouenue k Wi-Fi aBromarnuecku".
He nonyckait aBToMaTH4eCKOro MOAKIIOUCHHS YCTporcTBa K ceTsM Wi-Fi 6e3 TBoero coriacusi.
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ConnajgbHbIe CeTH

CounasibHbI€ CETH aKTUBHO BXOJIAT B HAIy )KM3Hb, MHOTHE JIIOJIU pa0OTaIOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3apeructpupoBaH MHIIHMAP] YEJIOBEK, YTO SIBISETCS OJHOU
CeIbMON BCEX KHUTeNed TIaHeThl. MHOTHe MOJh30BaTeIM HE MOHMMAIOT, YTO HUHQOpMaIus,
pa3MeleHHasi UMHU B COLMAJIBHBIX CETSAX, MOXKET ObITh HaliJIeHa U UCIIOJIb30BaHa K€M yTOJHO, B
TOM YHCJIe He 00s13aTeIIbHO ¢ OJIariMU HaMepCHHSIMU.

OCHOBHBIE COBETHI 110 O€30MACHOCTU B COLIMANIBHBIX CETSIX:

1. Orpannub CHUCOK JApy3eil. Y TeOst B Npy3bsX HE JOKHO OBITh CIy4allHBIX H
HE3HAKOMBIX JIFOJICH;

2.3amuinai cBOIO YacTHYIO ku3Hb. He yka3biBaii mapou, TeineoHsbl, aapeca, AaTy TBOETO
POXKIEHUS U JPYTyH0 JUYHYIO MH(POpMALUIO. 3J10yMBIIUIEHHUKH MOTYT HUCIOJb30BaTh JAXke
MH(POPMAIIMIO O TOM, KaK Thl U TBOU POJUTEIN IUIAHUPYETE IPOBECTH KAaHUKYJIbI;

3.3amminai CBOI PemyTaluio - JIEpKU €€ B YUCTOTE M 3ajaBail ceOe BOIpOC: XOTed Obl
ThbI, YTOOBI JIpyrye MOJIb30BATENN BUIENH, YTO Thl 3arpysxaeib? [logymaid, npexiae yeM 4To-To
OITyOJIMKOBAaTh, HAITUCATh U 3arpy3UTh;

4.Ecny TBI TOBOPHILB C JIFOABMHU, KOTOPBIX HE 3HACIIb, HE UCIOJb3YyH CBOE PEATBHOE UMS
U IPYTYIO JTUYHYIO0 HH()OPMALIMU: UM, MECTO )KUTEIHCTBA, MECTO YUeObl 1 IPOUEE;

5. I36erait pa3mernienus pororpaduii B UaTepHETE, T/1€ THI H300paKE€H Ha MECTHOCTH, T10
KOTOPOH MOKHO OTIPEJISITUTh TBOE MECTOIOJIOKECHUE;

6. HpI/I perucTpanyuu B COHHaHBHOﬁ CE€TH HCO6XOI[I/IMO HCII0JIB30BAaTh CJIOXXHBIC ITapOJIH,
COCTOAIINE U3 6YKB )41 HI/I(bp H C KOJINYCCTBOM 3HAKOB HC MCHEC 8,

7.JIns conmanbHOM CeTH, MOYTHI M APYTUX CAHTOB HEOOXOAMMO HCIOJIb30BaTh Pa3HBIC
naponu. Torma ecnu Te€Os B3JI0MalOT, TO 3J0YMBIIUICHHUKH MOJIYYaT JOCTYIM TOJBKO K OJTHOMY
MECTY, a He BO BCE Cpa3y.
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DJIEKTPOHHbIE JeHbIH

DJIEKTPOHHBIE JIEHBIU - 3TO OYEHb YJOOHBIM CIOCOO TUIaTeXeH, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPHIE XOTAT MOJTYYUTh 3TH JEHbIU.

QHGKTPOHHBIG JACHBI'H IIOABHUIIMCH COBCEM HCAABHO M MMCHHO H3-3a 3TOI'O BO MHOTHX
rocyaapCrBax a0 CHUX I1Op HEC ITPOIIHUCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHr GyHKITMOHUPYIOT M O HUX YK€ TPOIUCAHO B 3aKOHE, TJI€ UX Pa3IeisioT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMMHBIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemraercss MPOBOJAUTH omepanuu 0e3 uaeHTU(UKAIMU T10Jh30BaTeNsl, a B
HEAaHOHUMHBIX UJCHTU(DHUKAITUS TI0JIb30BATEIS SBISIETCS 00S3aTEIIBHOM.

Takke ciemyeT pa3inuyarh 3JEKTPOHHbIE (PUATHBIE AEHBI'M (PaBHBI T'OCYAAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHBIE HE(UATHBIE IEHbIU (HE paBHBI TOCYAAPCTBEHHBIM BAIFOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON padOTE C NEKTPOHHBIMU JIEHbraMU:

1. IlpuBskM K cueTy MOOWIBHBIM TelepoH. DTO camblii yAOOHBIA M OBICTPHINA CHOCOO
BOCCTAHOBUTH JOCTYyN K cueTy. lIpuBsi3aHHbId TenepoH MOMOXKET, eciu 3a0yjaellb CBON
TUIATEXKHBIN MTAPOJIb WM 3alICIIb HA CAUT C HE3HAKOMOT'O YCTPOWCTBA;

2. cnonb3yit onHopa3oBblie napoiid. [lociie nepexona Ha yCUIIEHHYIO aBTOpPHU3allUI0 TeOe
y’ke He Oy/IeT yrpokaTh OMAaCHOCTh KPa)XH WU TMepexBaTa IJIaTeKHOTO MMapoJis;

3. Bo1bepu cnoxuslii maposs. [IpectynmHukam OyaeT He IPOCTO yraaaTh CIOXKHBINA MapOJb.
Hanexxnble maposu - 3T0 maposid, KOTOpPbIE COAEPKAT HE MEHEe 8 3HAKOB M BKJIIOYAIOT B ceOs
CTPOYHBIE W MPOMHCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CHMBOJIOB, TaKM€ KakK 3HAK J0JUIapa,
¢dyHTa, BOCKJIMIIATEIbHBIN 3HAK U T.11. Hampuwmep, $tROng!;;

4.He BBOJM CBOM JINYHBIEC JAHHBIE HA CAWTAX, KOTOPBIM HE JOBEPSICILb.

JJIeKTPOHHAA MOYTA

DJIEKTPOHHAS ITOYTA - 3TO TEXHOJOTHSA U MPENOCTABISIEMBIE €10 YCIYTH MO MEPECBUIKE U
MOJIYYEHHUIO 3JIEKTPOHHBIX COOOIIEHUN, KOTOPbIE PACTIPENEISIIOTCS B KOMIBIOTEPHOU CETH.
OO6bIuHO ANIEKTPOHHBIA  TOYTOBBIM  SIIMK  BBIVISIAMT — CIEAYIOIIMM  o0Opa3zoM:
UMS_TIOJb30BaTeNA(@UMsI_JOMEHa. Takxke KpoMme TMepeiayd MpPOCTOro TEKCTa, HMEEeTCs
BO3MOXHOCTh TIepe1aBaTh (pailibl.

OcHOBHBIE COBETHI IO 0€30MacHON paboTe C IEKTPOHHOUN MOUYTOM:

1.Hano BeIOpaTh mpaBUIIbHBINA MOYTOBBIN cepBUC. B MHTEpHETE €CThb OTPOMHBIN BBHIOOP
OecIJIaTHBIX MMOYTOBBIX CEPBUCOB, OAHAKO JyYIlEe JOBEPSATh TEM, KOTO 3HACIIb U KTO MEPBBINA B
pPEUTHHTE;
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2.He yxaspiBaii B nu4HON mouTe NU4Hyl uHpopMmaruio. Hampumep, mydine BbIOpaTh
"My3bIKaabHbIN (haHaT@" wim "pok2013" BmecTo "Temal3";

3.Mcnonp3yil IBYXATAIlHYIO aBTOPH3aLMI0. JTO KOTZAAa IMOMHMO IMApOJs HYKHO BBOJUTH
KOJI, IPUCHUIAEMBII 110

SMS;

4.BpiOepu cnoKHBIM Maposib. [l KaXIO0ro MOYTOBOTO SIIMKAa JOJKEH ObITh CBOU
HAJICKHBIM, YCTONYUBBIA K

B3JIOMY I1apOJIb;

5. Ecnu ecTtp BO3MOKHOCTh HAaNMCAaTh CAMOMY CBOW JIMYHBIM BOINPOC, UCIOIB3YH ITY
BO3MOKHOCTB;

6. MIcrionp3yld HECKOJIBKO TOYTOBBIX SAIIMKOB. lIepBbIM 111 4acTHOM IEPENMCKHA C
ajpecataMy, KOTOPbIM Thl JOBEpSACIIb. DTO 3JEKTPOHHBIA agpec HE HaJ0 HCIOJIb30BaTh IMPHU
peructpanuu Ha popymax Hu caiTax;

7. He otkpsiBail Qailnbl 1 Apyrue BIOKEHHS B MUChMaX, JAXe €ClId OHU MPUILLIH OT
TBOUX Jipy3el. Jlydllle yTOUHU y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (aiibl;

8.Ilocre okoHuaHust pabOTHI Ha MOYTOBOM CEpPBHCE MEPE] 3aKPhITHEM BKJIAJIKH C CAaHTOM
He 3a0y/b HaKaTh Ha "BeiiTu".
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Ku0epOyaimHr uim BUPTyaJbHOE U3/1€BATEIHLCTBO

KubepOyuiHr - npeciejoBaHue COOOIIEHUSIMH, COJIEPIKAIMIMU OCKOPOJICHHUSI, arpeCCHIo,
3alyruBaHKe; XyJUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHUE C TIOMOIIBIO PA3IUYHBIX WHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 10 00pHOE ¢ KMOEPOYIITUHTOM:

1. He Opocaiics B 60ii. Jlyumuii cnoco0: MOCOBETOBAThCS KakK ceOsl BECTH M, €CIH HET
TOT0, K KOMY MOXHO OOpaTHTBCsS, TO BHadaJleé yCIIOKOUThCS. Eciam Thl HayHelb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHS, TO TOJIBKO €lle 0O0JIbIIIe Pa30XiKellb KOH(DIUKT;

2.YmpaBisiii cBoelt kubeppemyTaluei;

3.AHOHUMHOCTh B ceTH MHUMas. CyIIEeCTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJUTraHCKUWA oOpa3 BUPTyaJabHOU >kKu3HU. HTEepHET PUuKCHUpyeT Bce
TBOU JCHCTBUS U COXpaHSET UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyIHUTEIbHO;
5.Co0t0/1aii CBOIO BUPTYAIbHYIO YECTh CMOJIOJY;

6. Urnopupyit enuHuyHblil HeratuB. OJHOPA30BbIe OCKOPOUTENBHBIE COOOILECHUS JTydlle
urHopupoBatb. OOBIYHO arpeccusi MPeKpaaeTcss Ha HaYaJIbHOM CTa/Iuu;

7.ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMHU, B COLMATBHBIX
CETSIX €CTh BO3MOKHOCTb OJIOKMPOBKH OTIIPABKU COOOIIEHUH C OIMpeIeTICHHBIX apecoOB;

8.Ecmu Tb1 cBunmerens kuOepOymuHra. TBoOWM  JAEWCTBUA: BBICTYOUTh IPOTUB
npeciieloBaTeNs, MOKa3aTh €My, YTO €ro JACWCTBUS OLIEHMBAIOTCA HEraTUBHO, IMOAJEPkKAaTh
KEPTBY, KOTOPOM Hy)XHA TIICUXOJOTMYECKAsl IOMOIb, COOOIIUTH B3POCIBIM O (aKTe
arpeCCUBHOIO MOBEACHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpemeHHble cMapThOHBI M IUIAHIIETHI COAEpKaT B ceO€ BIOJHE B3POCIBIM
(GyHKIIMOHAT, U Tenepb OHU MOTYT KOHKYpPHPOBaTh CO CTallMOHAPHBIMH KOMIIBIOTEPaMHU.
OpnHako, CPEeACTB 3aMUTHI JJIsl TOAOOHBIX YCTPOMCTB MOKA OY€Hb Mayio. TecTUpOBaHUE U TIOUCK
YSA3BUMOCTEW B HUX IPOMCXOAUT HE TaK MHTEHCUBHO, Kak mis IIK, To ke camoe kacaercs u
MOOHMIBHBIX IMPUIIOKCHUH.

CoBpeMeHHbIE MOOWIbHBIE Opay3ephl YK€ MPaKTHYECKU JTIOTHAIW HACTOJbHBIC aHAJOTH,
OJIHAKO pacIMpeHre (YHKIIMOHAJA BJICYET 3a CO0O0 OOJBINYIO CIIOKHOCTh M MEHBIIYIO
3aIUILIEHHOCTbD.

Jlaneko He Bce IMPON3BOAUTEIN BBIITYCKAIOT O6HOBJ'I€HI/I$I, 3aKPLIBAIOMHNWEC KPUTHYCCKHC
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YSI3BUMOCTH JIJISI CBOUX YCTPOMCTB.
OCHOBHBIE COBETHI JJIs1 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:

Huuero He siBisieTcss mo-HacrosineMy OecIulaTHBIM. byab OocTOpoXkeH, Belb Korga tede
npeaiaratoT OecIiaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KAKHE-TO IUIaTHBIE YCIYTH;

Hymait, npexiae yem oTnpaButh SMS, ¢oTo miam Buzaco. Thl TOYHO 3HACIIb, IJI€ OHU
Oynyr B KoHeuyHOM wurtore? HeoO0XxoauMo OOHOBISTH OINEPAMOHHYIO CHCTEMY TBOETO
cMapTdoHa;

Hcnonp3yit aHTUBHPYCHBIE TPOTPAMMBI JUII MOOMITBHBIX Telle(hOHOB;

He 3arpyxan npuiiokeHHsT OT HEU3BECTHOI'O MCTOYHMKA, BEAb OHU MOIYT COAEPXKATh
BPEIOHOCHOE MPOrpaMMHOE 00€CIIEUCHHE;

[Tocie Toro kak ThI BBIMJEIIL C CaiiTa, T/I€ BBOJAWJ JIMYHYIO HHGOpMAIMIO, 3alau B
HACTpOWKH Opay3epa u yaanu cookies;

[leproauyecku mpoBepsii, Kakue MIaTHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOM HOMEP MOOMJIBHOTO Tejie(pOoHA TOJIBKO JIFOJISIM, KOTOPBIX Thl 3HACIIb U KOMY
noBepsieiib, Bluetooth gomkeH OBITH BBIKJIIOYEH, KOT/IAa Thl UM HE TOJib3yelibes. He 3a0biBai
WHOT/1a IPOBEPSITH ITO.

Online urpobi

COBpeMeHHbIG OHHaﬁH-HprI - OTO KpaCOYHBIC, 3aXBATbIBAKOIOHWC PA3BJICUYCHU:I,
06T>€,Z[I/IH}IIOIHI/IG COTHH TBICAY YCJIOBCK II0O BCCMY MHUDY. I/IFPOKI/I HCCICAYIOT I[ElHHBIﬁ M MHD,
06I[IaIOTCH ApYyr € APYroM, BBIIIOJJHAIOT 3adHUA, CPAKAKOTCA C MOHCTpAaMU U IIOJY4arOT OIIBIT.
3a YAOBOJIbCTBUC OHHU INIATAT: IMOKYIIAOT OHUCK, OIINIAYHMBAIOT a0OHEMEHT WJIH HpI/IO6peTaI-OT
KaKHuC-TO OIIIIUH.

Bce 3tu cpeactBa uAYT Ha MOAJAEpPXKAHUE W DPA3BUTHE WIPbl, a TaKKe Ha caMmy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CHCTEMbl ABTOPU3ALIMM, BBINTYCKAIOTCS HOBBIE MATYd
(urgpoBbIE 3aMIATKH 711 IPOrPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo0HBIX Urpax CTOUT OmacaThCsl HE CTOJBKO CBOUX COMEPHHKOB, CKOJIBKO KPaXH
TBOETO MapoJisl, Ha KOTOPOM OCHOBaHAa CHCTEMa aBTOPU3ALINU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 O€30MIaCHOCTH TBOETO UTPOBOIO aKKAYHTA!

1. Eciu npyroil urpok Benmer cebs IUIOXO WM co3AaeT TeOe HENpUsTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;
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2.Iloxamyiicss aiMUHHCTpATOpPaM UIPhl HA IUIOXOE MOBEICHUE ITOTO UTPOKA, KEIATECIBHO
MIPUJIOKUTH KaKUe-TO 10Ka3aTelIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii tuunyro nuHdopmaiuo B mpodaise urpsl;
YBaxal Ipyrux y4aCTHHKOB I10 UTPE;
He ycranaBnuBaii HeopuuaibHble MaT4Yu U MO/IbI;
Hcnonb3yii CII0KHBIE U pa3HbIE IAPOJIN;
Jaxxe BO BpeMsi UIPbl HE CTOUT OTKIIIOYATh aHTUBHUpYC. [loka Thl WUrpaemb, TBOM
KOMITBIOTEP MOTYT 3apA3UTh.

N o g k&

@OUIIHHT WA Kpazka JUIHbIX JaAHHbIX

OObIuHOM Kpaxkel JeHer M JOKYMEHTOB CETOAHS YK€ HHUKOTO HE YIUBHUIIb, HO C
pPa3BUTUEM HWHTEPHET-TEXHOJOTUNA 3JOYMBIIUJICEHHUKH TEPEMECTUINCh B HHTEPHET, W
MPOJIOTIKAIOT 3aHUMATHCS " TFIOOUMBIM" JICTIOM.

Tak mosBMIIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (PUIIMHT, TJIaBHAs LEJb
KOTOPOTO COCTOUT B MOJYYEHUU KOH(UIIEHUMATBHBIX JAHHBIX MOJIb30BATENEH - JOTMHOB U
naposeii. Ha anrnuiickom si3bike phishing unraercs kak ¢umunr (ot fishing - peibnas nosis,
password - mapoJn).

OcHoOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1. Cnenu 3a cBouM akkayHToM. Eciu Tbl moio3peBaeliib, YTO TBOSI aHKETa Oblia B3JIOMaHa,
TO HEOOXOAUMO 3a0JIOKUPOBATh €€ U COOOIIUTH aIMUHUCTPATOPAM pecypca 00 3TOM KaK MOKHO
CKOpEe;

2 Vcnone3yii 6e3omacHbie BeO-CalWThl, B TOM YHCJI€, HHTEPHET-MAara3uHOB U TTOMCKOBBIX
CUCTEM;

3.Mcnonp3yil ciaoXHBIE M pa3Hble Mapoiu. TakuM oOpa3om, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKY MOJIyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY NMPOQUIIIO B CETH, a HE KO BCEM;

4.Ecnu T1e0si B370Malid, TO HEOOXOJIMMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
n00aBIIeHbI y TEOS B IPY3bAX, O TOM, YTO T€Os B3IOMAJIHU U, BO3MOXHO, OT TBOETO UMEHU Oy/IeT
pacchuIaThCs CIIaM U CChUIKU Ha (DUITMHTOBBIE CANTHI;

5.YcTaHOBU HaiexkHbIN maposb (PIN) Ha MoOMIbHBIN TeedoH;

6.OTKJII0YM COXpaHEeHHe maposisi B Opaysepe;

7.He oTkpbIBaii (paiiinpl U Ipyrue BIOKSHHS B MUChMaX, IAXKe €CIIM OHH MPUIILIN OT TBOUX
npy3eit. JIydine yTouHu y HUX, OTIPABIISUIIN JIM OHU TeOe 3T (ailiibl.
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Mudposas penyranus

[MudpoBas penyrtarus - 3TO HeTaTUBHAs WM MO3WTHUBHAas WHQOpMaIus B CeTH O Teoe.
Kommnpometupyromas vuHpopMaius, pasMelieHHas B UHTEPHETE, MOXKET Cepbe3HbIM 00pazoM
OTPa3UThCs Ha TBOeW peanbHOM *)u3HU. "Lludposas pemyranusa" - 370 TBOH UMUK, KOTOPHIA
dbopmupyeTcs u3 nHpopmanuu o Te0€ B UHTEPHETE.

TBOE MECTO KUTETHCTBA, Y4eObl, TBO€ (PMHAHCOBOE TMOJIOKEHNE, OCOOCHHOCTH XapaKTepa
U PACCKa3bl O OJU3KUX

- BCE 3TO HAKaIUIMBAETCS B CETH.

MHorue moJpoCTKU JIETKOMBICIICGHHO OTHOCSITCSI K IMyOJHMKaIlMy JIMYHOW HMH(OpMaIuu B
HNuTepHere, HE MOHMMAas BO3MOKHBIX MOCIEACTBUU. Thl JaXe HE CMOXEIIb JOraJaThbCsl O TOM,
yTto doTorpadus, pazMelieHHas S JIeT Ha3al, cTajia IPUYMHOM OTKa3a MPUHSITH TeOs Ha padoTy.

KomMmmenTapuu, pasmenenue TBoux (ororpaduid U 1pyrue 1eUCTBUSI MOTYT HE UCUE3HYTh
JaXKe TOoCIe TOro, KaK Thl UX YJalHIlb. Thl HE 3HAEUIb, KTO COXpaHWI 3Ty UH(OpMaIIHIO, Tonaia
JU OHAa B TIOMCKOBBIE CHCTEMBl M COXPAaHWJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O Tebe
OKpYXalollue JII0JIU, KOTOPble HAWAYT W yBUIAT 3T0. HallTu nH(OpMaLMi0O MHOTO JIET CIyCTS
CMOXET JII000H - Kak U3 A0OPBIX NMOOYXKAEHHM, TaK U C HAMEPEHUEM NPUYUHUTH BpEI. DTO
MOXET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(PPOBOM pEIyTALNU:

1. [Tonymaii, mpexne yem 4To-TO MyOJIMKOBaTh U TMepenaBath y ceOs B Oyore uin B
COIIMAILHOM CETH;

2.B macTpoiikax mpo¢uis ycTaHOBM OTpaHUYEHHUS HA MPOCMOTP TBOETO MpOduis u ero
COJIEPKUMOT0, C/IeJIall €ro TOJIbKO "t apy3en”;

3. He pasMemaii um He ykaspiBail uH(pOpMaLUi, KOTOpas MOXET KOro-imdo
OCKOPOJISITH MM OOHKATh.

ABTOpPCKOE IPaBo

CoBpeMEHHBIE MKOJIHHUKH - aKTUBHBIC MOJIB30BAaTENH IIUPPOBOTO pocTpancTBa. OaHAKO
JIaJIeKO HE BCE 3HAIOT, YTO IMOJIH30BAaHHE MHOTHMMH BO3MOXKHOCTSAMH IH(PPOBOTO Mupa Tpedyer
coOJI0ICHUSI TTPaB Ha UHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTENNEKTyanbHasi COOCTBEHHOCTh' OTHOCUTCA K pa3IUYHBIM TBOPECHUSIM
YEJIOBEUECKOT0 yMa, HauYMHasi C HOBBIX M300PETEHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
HAa TPOAYKTHl WM YCIyI'HM, W 3aKaHuuWBas KHUTamH, ¢doTtorpadusMu, KAHODUIBMAMU U
MY3bIKaJTbHBIMU TIPOU3BEICHUSMHU.
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ABTOpCKHE MpaBa - 3TO MpaBa HAa MHTEJUIEKTyaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HAyKH, JINTEPATYPbI U UCKYCCTBA. ABTOPCKHE IIPaBa BBICTYNAKOT B KAUECTBE FapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBII/TBOPUECKUI TPy aBTOpa HE OyJeT HampacHbIM, JACT €My CIpPaBeIJIMBbIC
BO3MOXHOCTH 3apaboTaTh Ha pe3ysibTaTaxX CBOErO TPYJa, MOJYYUTh U3BECTHOCTh U MPHU3HAHUE.
Hukto ©0e3 paspemieHuss aBTOpa HE MOXET BOCHPOU3BOJIUTH €ro IMPOU3BENICHUE,
pacnpocTpaHsTh, MyOJIMYHO TEMOHCTPUPOBATH, MPOAABATH, UMIIOPTUPOBATH, MyCKaTh B IIPOKAT,
yOJIMYHO UCTIONHSATH, OKA3bIBATh/UCTIONIHATE B Adupe WK pa3Meiars B IHTepHere.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOTO 00€CTIEUeHUS MOYKET MPUBECTH K MHOTHUM
pUCKaM: OT MOTEpPH JAHHBIX K TBOWM aKKayHTaMm JI0 OJIOKMPOBKH TBOETO YCTPOMCTBA, TJIE
YCTaHOBJICHA HeJleTalbHas mporpamma. He ctouT Takske 3a0bIBaTh, UTO CYIIECTBYIOT JICTATbHBIC
U OecruiaTHbIE MPOrPaMMBbl, KOTOPhIE MOKHO HANTH B CETH.

O noprane

CeteBuuok.pp - TBOM TJaBHBIA COBETYMK B CETH. 37€Ch Thl MOXKEIIb Yy3HAaTh O
0€30MacCHOCTU B CETU MOHSATHBIM M JIOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUM KPUTHYECKOUN
CUTYyallud OOpaTUTHCS 32 COBETOM. A Tak)Ke MPUHATH y4acTHe B KOHKYpCaxX U CTaTh CaMbIM
IU(PPOBBIM IPaKTAHUHOM!
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